Preliminary investigation to explore perceptions of security issues associated with wireless technology in healthcare in Australia by Tiong, I. C. et al.
Preliminary Investigation to Explore Perceptions of Security Issues Associated with Wireless 
Technology in Healthcare in Australia 
 
Chee TI, Hafeez-Baig A, Gururajan R and Soar J 
Collaboration for Ageing and Aged-care Informatics Research 
Faculty of Business  
University of Southern Queensland, Toowoomba, Australia 4350 
Gururajan@usq.edu.au
Tiong, I. C. and Hafeez-Baig, Abdul and Gururajan, Raj and Soar, Jeffrey (2006) 'Preliminary 
investigation to explore perceptions of security issues associated with wireless technology in 
healthcare in Australia.' In: Westbrook, J. and Callen, J., (ed.). HIC 2006 Bridging the Digital 
Divide: Clinician, consumer and computer, Health Informatics Society of Australia Ltd. ( HIC 
2006, 20-22 August 2006, Sydney, Australia. )
Abstract 
The adoption of wireless technology is expected to be especially beneficial to the healthcare 
industry because of the potential it offers to improve the adoption of health systems, provide more 
timely access to information and capture of data in care settings [28], [57], [81], [91]. Wireless 
user devices are expected to facilitate access to information and entry of data at the point of care. 
This may better fit practice settings where clinicians are moving between patients such as in wards 
rather than, for example, clinics where desk-based devices may be appropriate. Wireless 
technology will provide a component of infrastructure necessary for better sharing of health 
information for quality care planning and delivery. A major issue for the adoption of wireless 
technology in healthcare is the ability of wireless technology to secure sensitive health data during 
the exchange of information [41], [28], [60], [73], [83], [98]. 
 
This paper reports on the first stage of a research programme involving gathering user perceptions 
using qualitative approach. Further stages will involve quantitative approaches based upon issues 
identified in the first stage. 
 
Introduction 
Information and communication technologies (ICT) have been a key driving force in reshaping and 
improving our quality of life [91]. ICTs are perceived to have the potential of breaking down 
communication barriers across nations and geographical locations, and bringing about economic 
growth and prosperity [23], [91]. The concept of information and communication technology could 
be explained as electronic devices that are used in the organisation and management of data and 
information [23]. The term communication is included in the concept because information by itself 
is of little use to people. It is when the information is shared and utilised among people, it would be 
of importance to people. Communication technologies refer to devices that are used in the exchange 
of information between two or more sources [23], [62], [97]. 
Communication technologies can be divided into wired and wireless technologies. Wired 
technologies consist of cables, twisted pairs and fibre optics. While wireless technologies would 
consist of microwave, radio waves, infrared and laser [9], [23], [58]. In particular, radio wave 
technology has received a great amount of attention and growth over the recent years in local area 
network deployment [29], [52], [80]. Otherwise known as wireless local area network (WLAN), the 
technology promotes mobility and reduced deployment cost compared to its wired counterpart [8], 
[9], [44], [47], [77], [95].  
The expectation is that wireless technology will enable sharing of health information more 
effectively and efficiently among health care professionals and consequently will enable more 
timely and effective treatment of patients. However, there are still concerns and issues in the ability 
of WLAN to secure sensitive health information during the exchange of information [41], [28], [60], 
[73], [83], [98]. In a recent series of workshops with health professionals in Queensland and 
Western Australia conducted by one of the team member of this project, it was discovered that a 
major barrier to the uptake of this technology appears to be user concerns over various security 
issues including physical, logical and data security [47], [70]; [83], [69]; [47]. This is particularly 
evident from recent interviews conducted by team members the supervisor of this project with 
Queensland Nursing Council staff which clearly demonstrated their concerns for loss of equipment 
in a wireless domain, security of data due to unexpected breakage in wireless communication, and 
privacy legislation when data are transmitted between various stakeholders [89] [47], [98], [68], 
[47].  
There are also new concerns in wireless security breaches that may prove to have serious impacts 
such as wireless hacking and mobile phone viruses [17] [82]. Therefore, users will need to consider 
wireless security features when they opt for a wireless healthcare environment. While the current 
research addresses technical components associated with this complex environment, it appears that 
user issues specific to healthcare in the Australian healthcare have been neglected [47]. Even some 
informal models used in public healthcare in terms of security appeared to have attached little 
importance to user perceptions and concerns [41], [73], [98]. 
User perception is a good indicator of how a system will be accepted. Therefore, it is important to 
investigate user perception in regards to the usage of wireless security in Australian health care [38], 
[36], [10], [35], [83]. Recent solutions that are emerging in public health appear to have ignored this 
issue because of the emphasis on technical security concerns rather than user perceptions. This has 
given impetus to this study 
 
Literature Review 
The uptake of some new technologies has been rapid in healthcare; laboratories make use of 
robotics, results are transmitted electronically and diagnostic images are increasingly digital. The 
sector is still very cautious on the use of wireless technology in healthcare facilities [15], [21], [57]. 
There are concerns about the maturity of the technology and the fit with organizational culture and 
work practices. While the technology has been in existence for some decades, recent developments 
have made it more accessible and affordable. Wireless technologies have captured global attention 
in a variety of industries [52], [80]. Wireless technology is also being tested in some hospitals. The 
risks of wireless security in health care will also increase with more people using it [47], [83], [69]. 
Wireless technology promises efficiency gains for the healthcare sector in Australia because of the 
mobility offered [88], [96]; [94], [19]. There are indications of efficiency gains including data 
capture and validation at point of entry. Despite this, its adoption rate is slow in health care industry 
[24]; [30], [54] [60].  
Security and privacy issues appear to inhibit the adoption of wireless in healthcare. Security and 
privacy are issues that need to be addressed in healthcare information systems strategies and there is 
a common perception that wireless technology is not secure. Confidentiality refers to privacy of 
health information, specifically patient health record. Patient health record will normally contain a 
history of treatment and medication of a patient. This is necessary for clinicians to plan, deliver and 
evaluate care.  Sensitive areas such as HIV/AIDS status, sexually transmitted diseases, substance 
abuse, mental health and other personal information will also be part of a person’s health history 
[13], [21], [23], [51], [91]. The perceived shortcomings of wireless will need to be addressed before 
clinicians and patients are comfortable with sensitive data being transmitted through this technology 
{[6], [8], [16], [21], [57], [62], [76]. 
Besides protecting confidentiality of health information, there is also the issue of protecting the data 
from alteration especially during the process of data exchange. Wireless data transmission is prone 
to interception [5], [8], [9], [16], [76]. It does not have the shielded protection of wired technology. 
Any information modified or altered may cause inaccurate information supplied for treatment 
planning and delivery. Besides preventing alteration to information, it is also important to detect 
alteration of health information [6], [43], [62], [97]. 
Therefore, it is crucial to ensure the flows of data in a healthcare environment are not at risk. The 
solutions to these issues can be achieved through proper security infrastructure and advancement in 
technical specification of wireless technology standards. There are already new standards underway 
to address the limitations such as 802.11i, 802.1x and Advanced Encryption Standard [5], [19], [32], 
[44], [62], [76], [97]. 
Fisher [41] conducted a technical review on the security of wireless standard from past surveys and 
literature. He proposed a five layer of security framework consisting of hardware protection, 
wireless security policy, monitoring and intrusion detection, business and technology integration, 
virtual private networking, and transport layer security [43], [22]. Misra [69] conducted a case study 
on security challenges in a mobile healthcare setting. The study suggested a wired equivalent 
security standard that makes mobile devices as secure as wired transactions. The basis of the 
common framework would be a security model that assures authenticity, confidentiality, integrity, 
availability and non-reputability for any transaction whether wired or wireless [70].  Their research 
also suggested additional problems between the provider and mobile device, the mobile device and 
the mobile infrastructure operator, the mobile infrastructure operator and the wireless application 
gateway of the merchant, and the wireless application gateway and the web services of the merchant. 
Their analysis was more user and content centric [69]. 
Zeeshan [98] conducted a case study of wireless security in an Australian healthcare. His study 
investigated a bare minimum wireless security framework specifying the essential and desired 
components of wireless security in health care industry. Patient confidentiality is protected by 
numerous legislations in Australia. It suggested numerous technical limitation and threats of current 
wireless standards. It is obvious that no ‘out of box’ wireless security solution provides the level of 
security desirable in health care area. 
The literature review indicates that much of the research is of very technical nature [66], [10], [38], 
[35], [69]. There are few studies of the management and the user aspects of wireless technology in 
healthcare. The research in progress outlined in this current paper is investigating the user concerns 
and perception of security in both public and private hospitals [4], [7], [11]. 
Research Question 
This study explores user perception of the wireless technology in question. Any measurement taken 
is based on the user perceptions rather than measurement of the technology. It is possible to 
investigate user perceptions as there are common elements in the use of health information among 
many stakeholders such as clinicians. 
The main research question for this study is: 
“What are the users perceptions regarding the use of wireless technology in regional Queensland 
healthcare facilities with respect to security and privacy requirements?”  
This research investigates user concerns for wireless technology and security requirements in 
healthcare in order to obtain a view for security management in Australian healthcare. 
 
The Importance of User Perceptions 
It is important to know the socio-technical aspects of information technology usage besides the 
technical aspects. Coakes [27] describes socio-technical aspects as the study of relationships 
between the social and technical part of any systems in helping organisations to explore and adjust 
to conflicts and complexity in the human, organisational and technical aspects of change. In 
particular, these principles emphasise an ethical principle relating to the individuals participation in 
decision making and control over their immediate working environment. 
The implementation of wireless technologies in healthcare organisations causes changes and would 
result in a wide variety of impacts upon the design of business, economic performance and the 
working conditions of staff. It can cause either positive or negative impacts [34]. Therefore, it is 
important to investigate how information collection, storage and dissemination strategies could 
affect people’s attitudes, beliefs and behaviours [84]. The measurement of user perceptions on 
features and concept of wireless application security would be a good indicator of what constitutes a 
secure wireless environment in health care. 
Fisher [41] described several elements that contributed to a successful system from a user’s 
perspective. They include understanding user requirements and perspective, user and developer 
communication, effective user involvement, accessibility of quality user information, ease of use, 
and appropriateness of the design of user interface. Therefore, it is possible to measure user 
perceptions on WLAN security by associating certain attributes or factors to the technology, and 
measure the user needs. This study uses Unified Theory of Acceptance and Use of Technology 
(UTAUT) model derived from the Information Systems literature to measure user perceptions 
specific to wireless security issues. Thus far, the model could predict up to 70 percent of user 
variance in usage intentions because it combines the strength of eight previous user acceptance 
models: Social Cognitive Theory (SCT), Theory of Reasoned Actions (TRA), Technology 
Acceptance Model (TAM), Motivational Model, Innovation Diffusion Theory (IDT), Model of PC 
Utilisation, Theory of Planned Behaviour (TPB), and combined TAM-TPB [38], [10], [78], [35].  
 
Research Theory and Methodology 
This research will base on the Unified Theory of Acceptance and Use of Technology (UTAUT) 
model. This model is a predictive model on user acceptance of technologies. It measures user 
intentions and predicts uses of technology with four constructs and four moderators [10], [35], [38], 
[49], [66], [78]. The four constructs of the UTAUT model are performance expectancy, effort 
expectancy, social influence and facilitating conditions. The four moderators are age, gender, 
experience and voluntary use [38], [10], [78]. These four constructs will be the four main categories 
of attributes in measuring user perceptions on wireless technology security. The model is shown in 
figure 1. 
 
Figure 1: UTAUT Model adopted from Emanavin [38] 
Based on the preliminary literature review, this study will employ a mixed research methodology. A 
mixed research methodology is the use of more than one research method in testing one’s 
hypotheses [26], [33], [50], [65], [85]. The mixed research methodology has recently gained 
popular attention among social science research. Morse [71] stated that the aim of social science 
research is to understand the complexity of human behaviour and experience, which is a part of the 
objectives in this study. The use of mixed research method in a single study may allow researchers 
to obtain broader view of human behaviour and experience through different sets of data collection 
[33]; [71]. 
Therefore, in this research mixed research method will consist of both qualitative and quantitative 
methods. The mixed method would be implemented in the sequential exploratory style as described 
by Clark [25]. It consists of the execution of a qualitative method, and follow by a quantitative 
method. The reason for inclusion of both qualitative and quantitative methods is because qualitative 
research can help to explore initial themes needed for the research as the domain of the research is 
relatively new [26]; [99].  The mixed methods will be conducted in two phases: exploratory and 
confirmatory. The first phase would utilise a focus group session to gather and explore the user 
opinions of wireless technology security in health care. The initial themes would be derived from 
literature reviews. The confirmatory phase would be used to confirm the findings of the exploratory 
phase. Figure 2 provides an overview of the mixed research methods used in this study. 
 
Data Analysis 
After the final transcript is produced, data analysis was conducted using qualitative data analysis 
software – NVIVO. NVIVO provides an easy documentation of qualitative data for storage and 
retrieval during analysis. Current study applies a logical analysis approach by revealing the 
interrelation of keywords in the feedback provided by the focus group participants, and reveal the 
logical shape of the focus group participants’ idea [18].The approach begins by searching for 
keywords within the focus group transcript that leads to either positive or negative argument. The 
keywords could be an interesting word, reoccurring comments, intense word, extended comments 
or consistent words. These keywords are later grouped under a category to be confirmed through the 
next stage of the mixed research methodology. The group keywords are later used for the 
development and administration of the questionnaire survey [18], [18], [67]. 
The data analysis identified several themes.  These themes were repeatedly analysed in order to 
condense them into a meaningful form.  The repetitive analysis yielded 25 specific themes as shown 
in the following table. 
 
Table 1:  Consolidation of themes from focus group interviews 
Performance Expectancy 
1. If I could quickly see benefits of wireless security to my work, I would 
accept it. 
2. If wireless security increases my work efficiency, I would accept the 
technology. 
3. If wireless security enables me to move around at workplace, I would 
accept it. 
4. If wireless security is reliable in protecting my work, I would accept the 
technology. 
5. If wireless security shortens my work time, I would accept the 
technology 
Effort Expectancy 
6. If I feel comfortable with wireless security, I would use accept the 
technology. 
7. If I am more computer-literate, I would accept wireless technology. 
8. If the wireless security is user friendly. I would accept the technology. 
9. If it doesn’t take long to learn to use wireless security, I would accept 
the technology. 
10.If I am more familiar with the use of wireless technology, I would 
accept it.  
Facilitating conditions 
11.A person’s credibility has influence on my decision to accept wireless 
security. 
12.Management Decision has influence on my decision to accept wireless 
security. 
13.People’s total commitment has influence on my decision to accept 
wireless security. 
14.The people I work with have influence on my decision to accept wireless 
security. 
15.My workplace culture has influence on my decision to accept wireless 
security. 
Social Influences 
16.Education provided on wireless security increases my acceptance to the 
technology. 
17.It is very important that enormous resources support wireless security 
system. 
18.The cost effectiveness in supporting wireless security system is very 
important. 
19.Existing infrastructure has to support the implementation of wireless 
security system. 
20.Wireless security system should not have negative effect on existing 
system. 
Other Mediating Factors 
21.A formal system that manages wireless security is better than setting 
policies. 
22.Adopting right practices will increase security of wireless environment. 
23.Clinical data should have higher protection priority compared to non-
clinical data. 
24.Knowing the limitations of wireless security increases my acceptance to 
the technology. 
25.If I work in a place with no technology, I would welcome wireless 
technology 
It can be noted from the above 25 themes that they were slotted into the model constructs.  The last 
section was slotted as ‘others’ because the focus group data revealed themes that are beyond the 
current scope of the literature.  For example, theme 23 indicates the perception from healthcare staff 
that clinical data require more protection.  Some themes also refer to organisational culture in a 
subtle manner (example: theme 22).  The themes can further be regressed into an initial model.  The 
four main constructs can further be grouped into sub-themes arising from the focus group 
discussion.  This aspect is crucial as this data is yet to emerge in the literature.  The four major 
constructs, while clearly highlighting the relevance, were able to provide a drilled-down version of 
specific aspects as applicable to the selected organisation.  The following table depicts the initial 
model.  The model consists of the four main themes and an additional theme named ‘mediating 
factors’ as the members of the focus group highlighted themes that may not have any reference to 
the main themes.  
Table 2:  Five major themes and facilitating factors 
Performance Expectancy 
• Benefit to work 
Social Influences 
• Credibility 
• Increased efficiency 
• Mobility 
• Consistency 
• Reduce work time cycles 






• Technology Awareness 
• User Friendliness 
• Learning Times 
• Familiarity 
Other Mediating Factors 
• Formal Systems 
• Right Practice 
• Clinical data protection 
• Knowing Limitations 




• Cost Effectiveness 
• Infrastructure 
• Positiveness of Existing Systems 
 
The first main factor performance expectancy yielded 5 sub factors namely (i) benefits to work, (ii) 
increased efficiency, (iii) mobility, (iv) reliability and (v) reduced work tile cycles.  Participants of 
the focus group felt that any security measures of wireless LAN should be able to bring significant 
benefits to their work.  The implied meaning of this sub factor is that security measures should be 
implemented in such a way that automated cross-checking of patients records can be facilitated by 
the system.  The inherent meaning is that current health records lack strong cohesion in terms of 
data modelling and hence there is a necessity to address this.  Further, healthcare employees are 
naturally mobile in conducting their daily work functions.  Therefore, there is a positive perception 
that wireless technology coupled with strong security features would bring benefits to work.  This 
has an impact on the efficiency factors and this is identified as the second sub factor.  Mobility 
refers to their ability in performing various activities while moving between patients in wards.  The 
sub factor reliability indicates that the current levels of reliability of health records is not sufficient 
as manual checks required to be conducted prior to clinical procedures and this requires accessing 
several documents both paper and computerised and hence the level of reliability expected is not 
facilitated by current systems.  The four sub factors collectively imply reduced work cycles.  These 
five factors collectively define performance expectancy.  
In conducting their work, effort is expended by healthcare employees.  This is indicated in the 
second main factor effort expectancy.  This main factor was regressed in terms of (i) comfort, (ii) 
technology awareness, (iii) user friendliness, (iv) learning time and (v) familiarity.  The sub factors 
are different to that of TAM models as the TAM models assume that, in the current climate of 
technology adoption, due to technology maturity, there is no necessity to provide training to users.   
However, there is clear indication from the participants that technology should be comfortable to 
use indicating ease of use.  Technology awareness is crucial in healthcare domain because of the 
use of a variety of medical technology and their reference to computing systems.  User friendliness 
is crucial in terms of user interfaces as the time available on hand to complete a given task is 
minimal in healthcare settings.  This has profound impact on various learning sequences and 
information processing sequences.  Finally, due to the focus on patients, healthcare employees 
require familiarity of IT components so that they can ‘mechanically’ perform the tasks.  This is 
discussed in terms of familiarity.  These five factors collectively lead to effort expended in 
conducting a task.  It can be inferred from these five factors that these sub factors are related to each 
other.   
The third main factor social influences was further regressed into five sub factors namely (i) 
credibility, (ii) management decision, (iii) commitment, (iv) collegiality and (v) culture.  The sub 
factor credibility was discussed in terms of the technology and its credibility as well as users’ 
confidence in using the technology as this may be linked to perceptions of security aspects.  The 
participants felt that any problem due to technology fault may impact their credibility. Similarly, the 
management decision was discussed in terms of deploying the technology and various policies 
associated with such decisions.  This aspect also brought out issues surrounding various privilege 
levels assigned to employees to access patient data.  Commitment refers to the continual support by 
the management for wireless technology adoption and diffusion.  Collegiality indicates the 
confidence level placed on clinical staff on support staff in order to ensure various security 
parameters are maintained.  The culture of the organisation is important in establishing appositive 
attitude in terms of social influence.  According to participants, these five sub factors collectively 
defined social influence that can impact wireless technology security issues. 
The fourth main factor, facilitating conditions, was grouped in to five sub factors. They are (i) 
training, (ii) resources, (iii) cost effectiveness, (iv) infrastructure and (v) positive effect on existing 
systems.  The discussion on this main factor mainly focussed on the on-going support for wireless 
technology in the given healthcare setting.  While the discussion centred on ‘doubts’ in participants’ 
minds, the points made appear to be valid.  Again these five sub factors were related to one another.  
As indicated earlier, training appears to be assuming paramount importance in healthcare.  While 
the technical features of wireless security are beyond the scope of participants’ work practices, they 
insisted that ‘training’ to handle various security operations as dictated by the software applications 
is crucial in performing their daily tasks.  This includes data access, validation etc.  Collectively, 
these five sub factors defined facilitating conditions.  
The last main factor, other mediating factors, was also regressed into five sub factors namely (i) 
formal systems, (ii) right practice, (iii) clinical data protection, (iv) knowing limitations and (v) 
availability of new systems.  The participants felt that there should be formal procedure sin place 
prior to any implementation of new systems as the change over from existing systems to new 
systems may be complicated in a health environment.  They also indicated that clinical data requires 
high level of protection as there is a statutory requirement to maintain clinical data.  This aspect has 
profound impact on off-shoring software development as overseas developers may not be fully 
aware of this aspect due to varying regulatory frameworks.  The fourth sub factor indicates that the 
healthcare workers were keen to know the limitations of the ICT systems in order to define their 
work practices.  They were reluctant to use the system without knowing the limitations.  This would, 
perhaps, have arisen from the fact that their culture demands limitations of a prescribed medication 
or clinical procedure.  The final sub factor indicates that they would like to see some form of 
assurance that a new system is available on a continued basis for them to conduct their daily 
operations.  Collectively these factors establish the mediating factors.  
Future Work 
The data analysis indicated that these 25 factors are related to each other and to some extent 
succinctly define the unified theory of acceptance of wireless security for a given setting.  Based on 
these 25 factors, a survey instrument was prepared and currently this survey is administered for 
empirical data to verify these factors and their correlations. 
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